Internet&iinformation
llechinologyAPosition
DescriptionsiHandiGuides

20i51iEdition



Victor
Sample


Table of Contents

INTRODUCTION. ...ttuuiieunirrmuisrasemirras s s s s nrms s eaa s e e s e s s rrma s eaa s remnsnens 1

BOOK OVERVIEW. ...t etee e ettt e et tte e e e te e et s e et e e e e tas e e eee s e e ea e e e et e e e eaa e e e ea e e e e eaa e eenneeeenn e aeennnaennnnas 3
LIMITATIONS . sttt tett e e e e e ettt e e e e e ettt e e e e e e et eba e e e e e et ee b e e e e e et e eaaeeeeeeeesananeeeeeeeasan e seaeneansanaenaans 5
JOB PROGRESSION ... tttuitesesetttusiaesesesetetsaeseseeeeebaaae s e e e eeen b e e s eeeeees s e e eeeeeesaaneeeeeeeesnnneeeeeennsnnnnns 6
BEST PRACTICES FOR SCREENING RESUMES ....ietettruuieseeeretnsaseseeeeeennasseseseeesnnassesesennsnnnsseaeesnnsnnnsenenes 8
BEST PRACTICES FOR PHONE SCREENING
HIRING NEW EMPLOYEES ... eeuetueeueeeaeeaeeuseeseeaseea s saas e e senseansena s eenneenneennennssennseensennnsennsennsennnaen
MOTIVATING EMPLOYEES ...eetttuuiieeeeeeiietiese s e e eeetnte s s s e s e eeenss s e s e e e eetaas s e e e e e eesaaa e e e e eeenbanaeeeeeeennnannnes
POSITION DESCRIPTION STRUCTURE «..ttttuuuseseserttnsuusseseseresnnsasseseseessnnssssesesenssnnsssseseeenssnnnesesesennsnnnns

MANDATED ISSUES .....ceutiiieiirieirmirre s s sa s s s rr s nan s rrmnnss 15

AMERICAN WITH DISABILITIES ACT 1 .etuetuneeeueeeueeunresuseeaseennsennseensesnsennsennsernssennsennsesnseenssennsennsernneennns 17
HEALTH AND SAFETY REQUIREMENTS OF OTHER FEDERAL OR STATE LAWS ..evuuiiiiiiiiiiiineei e eein e eeae e eeeans 25
FAIR LABOR STANDARDS ACT ..uuuetetetttutuuseseseettssuasesssssesnsaassesesessssssassesesensssssnsseseeenssnsneseeeeennsnnnns 26
SEXUAL HARASSMENT ..ttttuuieseeeettatueseseseeeaasanseseseeetssanseaeeenesasasseeeeeeasaa e seeeeeensanaeseeeneennannaeaaans 43
OTHER LABOR LAWS ...t ctttise s e e et ettt s e s e e e et s e s e e et e s s e s e e e e et s s e e e e e e aaaaa e s e e e e e enban e e s e e eeeennanaeaaans 45

EXECUTIVE MANAGEMENT ..c.uiviuiimiimreers s e sas s e sesan s nrmsssansnnmsnns 47

ORGANIZATION CHART .iettutettuiesetussetausesasaseetaeseraaseeesa s e e taaaeeaaseeaaaaeeaansenannseeasneeesnnsaannnnnes
CHIEF INFORMATION OFFICER (ClO) euuiitiieiiieiiicieieeeie e e et e et e et e ea e sae e s s easeaneeea e enneeanaeansennsennennn
CHIEF INFORMATION OFFICER (CIO) - SMALL ENTERPRISE
CHIEF TECHNOLOGY OFFICER (CTO) 1uuuuietiieetinuieieseeeeeiusaeseseeeessasasssseeeeasasnsseseeeensanassesesesnnnnnaenanns
CHIEF SECURITY OFFICER (CS0) . utuuiiuniituieiiieiueteieeseeet e eetsetnseenneeanesanaeennsesnseanseenneenneeanaesnssennsennsenns
CHIEF COMPLIANCE OFFICER (CCO) 1iuuiitiieiiieieeieeeee e et eet e et e etaeeanesaaeeansennseanseenneenneeanaesnsennsennsenns
VICE PRESIDENT ADMINISTRATION ...uueteteettuuuuseseseresnsesseeerennsnnsaeseeeeennsnnseseseneensnnnsesesenssnnnnneeseeennnnn
VICE PRESIDENT CONSULTING SERVICES ...eevtuuuuseeerereunnnsseeerennsnunasseeeeennsnnseseeseesnsnnnsesesenssnnnnneeseeennnns
VICE PRESIDENT HUMAN RESOURCES ...ceuuttueeueeusesnsetnsetnnseanaenuaeensennsennsennneennsennsesnseennsennsennsernnsennns
VICE PRESIDENT INFORMATION SERVICES .........
VICE PRESIDENT STRATEGY AND ARCHITECTURE
VICE PRESIDENT TECHNICAL SERVICES ...teettuuuuseeetereunnneseaerennsaunssseeeeennsnnseseeesesnsnnnsesesenssnsnnneeseeennnnn

SENIOR MANAGEMENT ... e e e e 89

ORGANIZATION CHART . etttuuteeeeeeetnuuseseseeeanuaseseeeeetnsaaseeeeenesnsaaseeeeenasnnnaseeeeeensannaesesenennnnnneesanes 91
DIRECTOR DISASTER RECOVERY AND BUSINESS CONTINUITY uuutiirrunaeeinuserunnseeesnesennnsseennnseessnesesnnssensnns 93
DIRECTOR ELECTRONIC COMMERGCE ....ctuuietuusseeesunasstnaasesassssessnsasesnnsensnssaessnsasesnnsseennnseessnneeennnseensnns
DIRECTOR INFORMATION TECHNOLOGY etuuuuseeeriunnuunsesesereennansseseseresnnnnssesesenssnsnnnseeesenssnnneeeserennsnnnnns
DIRECTOR IT DEPLOYMENT «cttueeteseetiuuuasesesenesnnssseseeennsnnasaseseneansannseseseeesnnnnnseeesennsnnnsseserennsnnnnns
DIRECTOR IT INFRASTRUCTURE w1t ttuttusetnsetnsetnssenssssassunsssnsesnssnnsssnnsesssssnnsesnsesnsennnsennsesnssenssesnsenns
DIRECTOR IT MANAGEMENT AND CONTROL .. etutttuusiuueeuseusesnsetnennnsennseensssnsesnsesnsennssnnsssnssennsesnsenns
DIRECTOR IT PLANNING 1.ttt etuetue et et setset s st e saeeee e e s es s et s e ea s eaeeaaseeaaeanseaa s enan s enneenaneennaennenns
DIRECTOR MEDIA COMMUNICATIONS ...teuteeuuneeennaeeenuaeeenaseeenaaaeenssseennnseeeanaaaeennsaeennneeennnaaennnnsenen
DIRECTOR PRODUCTION SERVICES/ DATA CENTER ...
DIRECTOR SAFETY PROGRAM ....teiitietusettete e et eeaeeeesea s ssseta e eaa s sa s e e s easea s eaa s enansenaeennneennaennsenns
DIRECTOR SARBANES—OXLEY COMPLIANCE ...ctuuttuneiuueeuseusesnsetnsetnnsennseensasnsesnsesnsennssnnassnssenssesnsenns
DIRECTOR SYSTEMS AND PROGRAMMING ... eeeuueeetuaaetuuaeennaeeeaaaaeenasaeenunseeeanaaeennsennnneennnnaeeennnaeeen
DIRECTOR SYSTEMS ... et teteu e ettt e e etaeeeema e e e et e e e ea e e eea e e e eaa e e eeaaaeeaan s eeean e eeenneeennneennnnaeennnaanen

© Copyright 2011 Janco Associates, Inc. - ALL RIGHTS RESERVED
I ® HandiGuide is a registered trademark of Janco Associates, Inc. — http://www.e-janco.com



DIRECTOR TECHNICAL SERVICES «.ctttetuuseesuseeetueaeeuuesesauasesesassaeanssseeannsaessnasaeannsseesnneeesnnaeeennnsenen
DIRECTOR TELECOMMUNICATION SERVICES ..ceuueeetueeetueaeeeuseeesnsseenasesannseeesnsaseennsseesnnseessnnseeennneenen
MANAGER ACCOUNTING FOR INFORMATION TECHNOLOGY ..vvvuuueeeeerirnnniasesereeernnnnseseeernsnnnesesseeensnnnnns
MANAGER ADMINISTRATION AND FACILITIES +.evetttuuieseeeietntuaeseeeeetnsasseseseeesnnanseseeeeesnnnnseaeeennsnnnnns
MANAGER APPLICATION DEVELOPMENT ...ettetueeuaenuaenueeuaennsennseenssennsennsennnsennseensennnsennsennseennsennsenns
MANAGER APPLICATION TECHNOLOGY .cuuteuutetneenaennaenuaensennsennseenssennaennseennsennsennsennnsennsennseenssennsenns
MANAGER AVAILABILITY / AUTOMATED OPERATIONS.
MANAGER CHANGE CONTROL....
MANAGER CLOUD APPLICATIONS.....
MANAGER COMPETITIVE INTELLIGENCE
MANAGER COMPUTER OPERATIONS....
MANAGER CONTRACTS AND PRICING.. .
MANAGER CONTROLLER «.etttttuseseseteennusesesesessnsaseaesetssanassseeeneansanssesesesesnnnnssesesennsnnnnnseserennsnnnnns
MANAGER CUSTOMER SERVICE ... cctuuitetuuteeauseeeetaeaeeauaeeausseeesnsaeanaaeeannseeeanaaeeennsaeesnneensnnaaeennnsenen
MANAGER CUSTOMER SERVICE CENTER 11.uutettuueettusesetuuseresssessssnssesnnssessssssessnnssesnnssesssnssessnnssennnneenes
MANAGER CUSTOMER SITE SUPPORT ..ttuuuusesereretuuuesesesetesausssesesesssasssesesesssnssnseseesnssssnnnsesesennsnnnnns
MANAGER DATA AND SYSTEMS ENGINEERING «.vevvvuuuueseeerereruusesesereansassesesesesnnsnsesesenssnsssseseeennsnnnnns
MANAGER DATA COMMUNICATIONS «.etuuteeuunseeesusesesnussesssssesssssaseenssesssnssessnaseenssseessnseeesnnseeennneenes
MANAGER DATA SECURITY .. tttuutttttiesetueseeauseeetaeaeaasseeasaseessasaeeaasesaanseeasaaseennseesnnseeasnnseennnssenes
MANAGER DATA WAREHOUSE ..t ettt etutetseeas et seaeeneesasesseeasenns s eaasenaeennsennseanennnsennsennssennsennsenns
IMANAGER DATABASE . teteettetuisesesetttauusseseeeresasassaaeeetesaa e eeeereansaaeseeeeesanaaeaeeenasnnnseeeeennsnnnnns
MANAGER DISASTER RECOVERY ....teietituuisesetettuusaesssesetssasseseseseansasnsssesesssnnannseseeenssssnnsseseeennsnnnnns
MANAGER DISASTER RECOVERY AND BUSINESS CONTINUITY euuueriruneieruunserannseeesnesennsssersnnsesssnnsessnnnsenes
MANAGER ENTERPRISE ARCHITECTURE ...utetutetueenssensaenuseussennsennsennssennsennssnnnsennsesnsennnsennsennseennsesnsenns
MANAGER FACILITY AND EQUIPMENT SUPPORT ...cvuuietuuaerenneeesneaetnnserannseeesnaaennnsernnsesnsnnseennnnsenen
MANAGER HELP DESK SUPPORT ...ttietttuuisesetetetnsiasssseeetssasassseseseassasnsssesesssnsanseseeenssnsnnsseseeennsnnnnns
MANAGER HUMAN RESOURCES ...t tetetttuuusesetetetnsaessseeetssasassseseseassasssesesesssnsnnsesesensssssnssesesennsnnnnns
MANAGER INFORMATION ARCHITECTURE ..c.utetuetussreuenuseunsennsennennssennsennssenssennsesnsennnsennsennssennsennsenns
MANAGER INTERNET = INTRANET ACTIVITIES 1etuetuteuueeueeueennsennsennssennaennseenssennsesnsennnsennsennseennsesnsenns
MANAGER INTERNET SYSTEMS ... tetetetetuuuseseseresnnaeseseeeessnnaaseeeneansanaeseseresnnnnseeerennsnnnaneeserennsnnnnns
MANAGER MEDIA LIBRARY SUPPORT ..cctvuuuseeeternsnunsseeeeenssasseseseneansanssesesesesnnnnnseseeennsnnnnneeseeennsnnnnns
IMANAGER IMETRICS .. et tet et et e eee et e et e et e et e ea e e ee e e e ea s e e s e e e ea e e aseea e ea e eea s eenneenaeennaennaennnannn
MANAGER MICROCOMPUTER TECHNOLOGY ..etuetuneinuaeeueeusennseenseennsennaennssennsennseanennnssnnsennseennsesnsenns
MANAGER NETWORK AND COMPUTING SERVICES «.tvuuuuteeererernuneeeeerennsnnsesereresnnnnsesesennsnsnaeseserennsnnnnns
MANAGER NETWORK SERVICES ...t teteettuuuusesereresnnassseaeeenesnnnaseseneansannseseseessnnnnnsesesennsnsnanseseeennsnnnns
MANAGER OFFICE AUTOMATION APPLICATIONS «.tvuuuseaereresnuaeseeerennsanseseserssnnnnnsesesennsnnnaeseserennsnnnnns
MANAGER OPERATING SYSTEMS PRODUCTION ...eevuuieruuseeuunseessnnesennssesssnseessnnasesnnsensnnssessnneseennneenes
MANAGER OPERATIONS SUPPORT .vuutetuunsetuuneessnsasstnusessssseessasasesnnssesssnssessnnasemnnssemssnseessnneseennneenes
MANAGER OUTPUT PROCESSING «.teteeeteuuseeesenesnnaeseaesenesnnaaeeseneansannsesesesesnnnnsseeesennsnnnnnseseeennsnnnnns
MANAGER OUTSOURCING «tvvtuuesesereunnsassesesennsnsssseseeenssnsasaseeereansanssesesenssnnnnnsesesennsnnnanseeerennsnnnns
MANAGER PAYROLL SYSTEM

MANAGER PERSONAL COMPUTING AND OFFICE AUTOMATION SUPPORT.
MANAGER PLANNING AND INTEGRATION SERVICES...

MANAGER POINT OF SALE ...covuiiiiiiiieciieeeeees

MANAGER PRODUCTION SERVICES

MANAGER PRODUCTION SUPPORT

MANAGER PROPERTY IMANAGEMENT ... ttutetitetesetaeeaeeeeeeuesessesaseeaseansssasssnnsesnseansennnsenneennnsennsesnsenns
MANAGER QUALITY CONTROL .. etttueaetuueetauseeetuaaetauaaeeanaaeeean e aeenasesanaaeeeanaaeennssennnneeennnaeennnaeenn
MANAGER RECORD ADMINISTRATOR .vvuuuuneeerennunnnnseeeeennsnssaseeerennsnnsseseseeesnnnnnseserennsnnnaneeserennsnnnnns
MANAGER RE=ENGINEERING «1.uttuutuuetuseunsetnennssensasssseunsssnsesnssannssensesssssnnsesnsesnsennnsenneennssenssennsenns
MANGER SARBANES—OXLEY COMPLIANCE ....tetuetunstuuseeueseusesnsesnsesnssennsssnsasnssesnsesnsennsssnsesnssennsesnsenns
MANAGER SECURITY AND WORKSTATIONS «..ceuetetuaeetuuaeenuaeeeauaaeenuseeanssaeeansaaeannsennnnaennnnaaeennnsenen

oo © Copyright 2011 Janco Associates, Inc. - ALL RIGHTS RESERVED
1 ® HandiGuide is a registered trademark of Janco Associates, Inc. — http://www.e-janco.com



MANAGER SERVICE LEVEL REPORTING «.euuetuietnietueiaueeeaeeusesnseaneennsennaeansesnnsennsesnseennsennsennneennsennsenns 262

MANAGER SITE/SHIFT OPERATIONS ...euutetuietnetueeaueeauaeeusennseenseennsennseansesnnsennseensernneesnsesnseenneennsenns 264
MANAGER SITE MANAGEMENT ..eteiettteuiseseeesernsaeseeeeetesaaaaseeeneansaaseseeeeesnnnnseseeennsnnnnnseeeeennsnnnnns 266
MANAGER SITE SOFTWARE/DEVICE SERVICES....cetttuuuuseeereteruunseseeerennsassesesesesnnnsesesenssnnnnsesesennnnnnnns 269
MANAGER SOFTWARE ENGINEERING. 272
MANAGER STORE SYSTEMS............ .. 275
MANAGER SYSTEMS SOFTWARE ...tetetttuuuusseseseresnsssssesererssnssssesenennsanssesesesesnsnnseeeeennsnnnnseeeeennsnnnns 277
MANAGER SYSTEMS AND PROGRAMMING ...eteteteruuieseaereresuuaeseseseansansesesesssnnnnseseeenssnnnssesesennsnnnnns 280
MANAGER TECHNICAL SERVICES ...ctuttetuuseeeusseeetuaaetauaeeauaseeesnaaetnnssesannsaessnsaeennsseesnneeesnnseennnnsenen 282
MANAGER TELECOMMUNICATIONS INSTALLATION AND MAINTENANCE....ceuiuueeueenneeeneeeneeneenneeneeeneens 284
MANAGER TELEPHONE AND WIRELESS SERVICES....cvuutetuussereunaeesuaseenusesennsaessnsaseannseesnnsaessnseeennneenen
MANAGER TRAINING AND DOCUMENTATION ...eeettruuuuseeererernussseserennsanseseseresnnnnseseseessnnnnsesesennsnnnnns
MANAGER TRANSACTION PROCESSING .vvuueetetereruuusseeereresunsseseseeesnsassesesesssnnsnsseserennsnnnnsesesennsnnnnns
MANAGER USER SUPPORT ...etuuetttiesetuuseeauseeeeaeaetaaaaeeanaseeesa s eanaaesanasaesanaaeeennseesnneeesnnaaeennneenen

MANAGER VOICE AND DATA COMMUNICATIONS ..
MANAGER VOICE/WIRELESS COMMUNICATIONS ... .
MANAGER WASTE MANAGEMENT ...ttetttttieseseeetetasaessaeeeessaaseseseeeansanseseeeeesnsanseseeeensnnnnseeeeennsnnnnes
MANAGER WIRELESS SYSTEMS .. ttttuttetuuseeauaseeetaesetausesasaseessasssesasnsesssnsaessansseennseesnnsesesnnseennnseeens

MIDDLE MANAGEMENT ...vieiiimieiiminranesa s issa s s rrms s ssa s rrms e esan s nemas

ORGANIZATION CHART L.ttt ettt e eetasseeau s eeetaeaetaa s eeaa s e eesa e e ea s eeaa s e eeaa e eetanaeeaanseeasneeeennnaennnns
ACCOUNTING SUPERVISOR ...etttueetuuseeuunsesesssestasssenssssesesssssesansenssnsessssssessnnsennsseesnneeesnneeennnnees
ASSISTANT CONTROLLER . etetttttuuusesesetssasassseesetnsanssesesesesssasssesesenssssnssssesensssnnseseseeesnsnnseeseeennnns
CAPACITY PLANNING SUPERVISOR .. ttuuuseseretusunassseserennsassssesesesnsssssesessnssnssnsseseeenssnsnneseeesennsnnnaeseen
CHANGE CONTROL SUPERVISOR «.t.utetuusetuunseetsusesesasssesssssessssssssssnsenssnsesssnsessnnseesnnseessnneeemnneeensnns
CONTRACT MANAGEMENT ADMINISTRATOR 1.tttttuueetuusserasssesesnsssssnnsseessnsesssnsssssnnssensnnseessnnessnnnseeennns
COMMUNICATIONS ADMINISTRATOR ... eteteeetutuuasseserennsssssssesesesnssassesesenssnsssseseeenssnsneseeeeennsnnnneseens
COMPUTER OPERATIONS ASSISTANT IMANAGER .....etetetitetuuseseeeretnnaaeesesenesnsasseeesenssnnnaeseeeeennsnnnaeseees
COMPUTER OPERATIONS ASSISTANT SUPERVISOR . .
COMPUTER OPERATIONS SHIFT MANAGER ... ettt tetteeetauseettiaesstaasseeannsesssnsaetansseeannseessneeennnneennnns

COMPUTER OPERATIONS SHIFT SUPERVISOR ...ttttuutetuuserassseresasesssnnsseessnsesssnsssssnnsseessnseessnnesennneeennnns

CUSTOMER SERVICE COORDINATOR LEAD ....cctituuieseeetiiuteaseseeeeeensaeseseseeesnsaaeseeesenssnnneseeeeennnnnnaesaens

CUSTOMER SERVICE SUPERVISOR .tttuuuuneseeetnsnnsseseeeseensasssesesesesnssnssesesenssnssnssesesenssnsnneseeeeennsnnnneseee

DATA COMMUNICATIONS ASSISTANT IMANAGER ......utetuuteruunseeetnesennnsserssnseessnnaseennssensnnsasesnneseennseenes

DATA ENTRY SUPERVISOR ..ettuuetttunsetnusessssesesnsasessnsessssesssnssensnssessssseessnnasemnnssemssnseessnneeeennseeees

DATABASE ADMINISTRATOR 1vtueetesereunnunnsesesennsnsssseseeennsnnnsaseeerennsasnsesesenesnnnnnseeesennsnsnanseeerennsnnns

DISASTER RECOVERY /SPECIAL PROJECTS SUPERVISOR ....ieverrruuneeeeerennsanseseseeeennnsesesennsnnnansesesennsnnnnns 349
HARDWARE INSTALLATION SUPERVISOR .1.uutettuneeetunsetnussesssssessssnasesnnsessssseessnnasemnnssemssnseessnneseennneenes 351
INFORMATION CENTER MANAGER .
MICROCOMPUTER SUPPORT SUPERVISOR ... tetuuuetttunsesnusesssnseessnnasesnnsesssnseessnnssemnnssemssnseessnneseennneenes 355
NETWORK SERVICES SUPERVISOR «..eteteruuuusseseseresnnnsseeenenssannssseseneansanssssesesssnnnnnsesesennsnnnnsseseeennsnnnnns 357
PCI—DSS COORDINATOR ...ettuuettuueaetnuaeeentaetauaaeeauaeeanaaeeean e aeanusaeeanaseeeanaaaeennssennnneennnnaeennnneeeen 359
PROCUREMENT ADMINISTRATOR 1. ttuettuseunsetnsetnssenssesusssunsesnsesassansssnnsensssnnsesnsesnsennnssnnsesnssennsesnsenns 361
PRODUCTION SERVICES SUPERVISOR ...tuutetuetuetnssennsesuseussesnsesnennsssnnsssnsssnnsesnsesnssnnnsennsesnssennsesnsenns 363
PROJECT MANAGER APPLICATIONS ...t etueeeeuueeeetaaaeeaaaeeau s eeeaaaeeenaaeeanaseeean e aeennseennneennnnaaennnnaanen 365
PROJECT MANAGER DISTRIBUTED SYSTEMS ...cuiieituaeetuuaeeeuseeeauaeetnuaaeeanaseeeanaaeeenasennnnaeennnnaaeennneenen 367
PROJECT MANAGER ENTERPRISE ARCHITECTURE ..vuutuuetuseunsesnsetneennstnnsennssennsennseensennnsennsesnssennsesnsenns 369
PROJECT MANAGER ENTERPRISE RESOURCE PLANNING (ERP)..
PROJECT MANAGER — IMPLEMENTATION DEPLOYMENT ........ .. 375
PROJECT MANAGER NETWORK TECHNICAL SERVICES ....euuieeeueeeuuaaeenuaaeeeneeeeanaeeenaseennnaeennnnaaeennneeeen 379
PROJECT MANAGER SYSTEMS ... etcteeetueeeeeu s eeeta e eetaeaeeea s e eeaaeaeeaaaeeana s eeean e eeennseennnseeennnaaeennnaeenn 381

eee © Copyright 2011 Janco Associates, Inc. - ALL RIGHTS RESERVED
1 ® HandiGuide is a registered trademark of Janco Associates, Inc. — http://www.e-janco.com



PROJECT MANAGER = TRAINING «. et etuetnteueie e eaeaeeeeaseueeaeeaease s easea s eaeanea s e ennseaseneanenneenseaeensennenn 383

RECORD MANAGEMENT COORDINATOR ... ctutetuetnneenneenuaeeunsennsenneennsenneeanseennsennseensernnernnsesnseennsennsenns 386
SUPERVISOR POS ... ittt ittt ettt e et ettt e et e e et e e e e et e e e e e e e eaa e e e st e e e eaa e eeaaneeeasn e eeenaeaeennns 388
SUPERVISOR POS TRAINING ...t etttueeetuesetaunsesssuesssnesessunsesasasasssnnseessnesssnsessnneseesnnseessnnesennneeeennns 390

SYSTEM ADMINISTRATOR......... .. 392
SYSTEM ADMINISTRATOR — LEAD. .
SYSTEM ADMINISTRATOR = UNIX ettt e et e e e e e e e s e e e e e nnnn e e e eaee 400
SYSTEM ADMINISTRATOR = WINDOWS ...t eteeetutuuieseeerernnuuseseseeeensansesesenesnnnsseseeennsnnnssseeeeennsnnnaeseees 404
VOICE COMMUNICATIONS IMANAGER ...tettuutettteeeetueaeteaseeeuaeeeeasaeeaaseeesasaeeennaeennnsaesnnaaesnneaannnnes 408
WASTE MANAGEMENT COORDINATOR ..ttuuetttueeetnuaetnusseeesaaeesnsaeennseesnnaeesnnsaeennssenennsaeesnnaeennnneenen 411
WEBMASTER . .eeuteusenueeeuseaaeemeeeaeaeaseeseea e eas s ea e e eeaaeanseeasenas s ennsenneennaennsennannneennennnennnsnnnennn 414
WORD PROCESSING SUPERVISOR ..teeeettusuuseseeertensunassseseseensansesesesssnsanssesesesesnnnnnsesesenssnnnnseseeennnnn 417

ORGANIZATION CHART «ttttuusetetettiuuuesesesetasasessaeseassas s sesereensaa e seseeesasasseseeenssasnsseeenennsnnnseseans
ATH G SPECIALIST ettt ettt s ettt e e e te e e et e e et e e et s e eaa s e e eaa e e e e e e eaa e e e eaa e e eea e eeaa s e easaeeeennnaennnns
ATH GL SPECIALIST SENIOR 1t ttttteeetueeeeauseetsaaesstasseeaas s eeesa s e saaaseeaaa s e eesasaetanaeeaanseeasnseennnseeennns
ACCOUNT REPRESENTATIVE 1. etttttuuuusesesetnsuuassesesennsaassssesenesssasssesesenssssnssseeesensssnseseseessnsnnneeseeennnns
ACCOUNTANT ...
ACCOUNTING ANALYST. .
ACCOUNTS PAYABLE CLERK .+ ttttuutetuuseruunsestsusestusssensssseessasseesassenssnseessssessnnsennssesssseeesneeennnnees
ADMINISTRATIVE ASSISTANT et tetuetuneeuueeeunsennsennsernssrnnssaaseeassennsennsanassransennsesnnsennsennsennsennnsennsennseen
AUDIO VISUAL TECHNICIAN .t ttttuteseeetetetasaaeseeeetaasasesesseesssaasesesaessaaeseeeseensannaeseeeeeensnnnseseeennnnn
BUSINESS AN ALY STt tetetetttutueeeseeeeeeauas s e s e eeeetaa e s e e eeeee s e s e e eeean s e e seeeeetaaaneeaeeeeasnaaneeaeeennsnnnnes
BUSINESS SERVICES ANALYST euuetttunesetuussessussaessusasessnsesssssesssnssesssssesssnssessnnsssnnnssenssnseeesnneseennseeees
CHANGE CONTROL ANALY ST 1tttttueeetuuseeaunssetsasesssaassenssssseesassessnssaresneessseeeennseesnsseeesneeennneeeennns
CLOUD COMPUTING ARCHITECT 1ttttuuuusesesetusunasasssesennssssssesesessssnnsesssenssnssnsesesenssnsneseeesennsnnnaeseens
COMPETITIVE INTELLIGENCE ANALY ST 1..tetetetetuueeseeereensnsnssesereenssnssesesenesnsnsseseeenssnnnneseeerennsnnnaeseens
COMPUTER EQUIPMENT/NETWORK ANALYST .. .
COMPUTER OPERATOR JUNIOR ..uuteuuietnetunetnneesueesuasennsesneeenneeanessnesnnsennsesnsesnnsmnnsssneesnssennsesnsennnennnns
COMPUTER OPERATOR .. tettuutetttunesetuusetasnsesesassaesnassensssaessasseeansaessnseessnnsaesnnsseesnnseessnnesennnseeennns
COMPUTER OPERATOR LEAD ...ieiiitiuuieeeeeeetetauaeeeaeeetataassseeeeeeasaasesesenesnnnnseeeeennsnnnneseeeeennnnnnsenaens
CUSTOMER SERVICE COORDINATOR ..uuueetetetutnuaaseeereensnsnsesesenesnssnssesesenesnssnsseeesennsnnnneseeeeennnnnnaeseees
[ YN Y 2y PP
DATA CENTER FACILITY ADMINISTRATOR ..tttuuetttuuesetnusesssnsesssnasesnnssesssssesssnasennnsseesssseessnneseennneenes
[ N = 82
DATA SECURITY ADMINISTRATOR ..eetttuuuusseserernsnnnssseeenenssanssesesenennsanssesesesssnnnnnseseeennsnnaneeserennsnnnnns
DATABASE SPECIALIST
DESKTOP TECHNICIAN .
DISASTER RECOVERY COORDINATOR ...etuuutetuunsstesusasetnnsesssssasssnsasesnnsesssnssessnnasennssseessnseessnneseennneenes

E—COMMERCE SPECIALIST . ttttteeesesetetuuuesesesenesnaaeseaeeeessnaaaseeeneansaanaeseeeeesnnnnnseseeennsnnnnseeeeennsnnnnns

ENTERPRISE ARCHITECT .. etetttutuseseseeeenuunseeesennsnssseeeeeennsnnnsaseeeneansnnnaeseeenesnnnnnseeeeennsnnnnnseeernnnsnnnnns

ENTERPRISE RESOURCE PLANNING (ERP) ARCHITECT ruuevueeuneetnrerneerneraneesneesnasesnsesneernasesneessessnnsennsenns 486
EXECUTIVE SECRETARY ..uetuetuetue et st seusetusetastaassaan s s sesseta s aanseanseaaaeasesnseaaenansenneennsennsennsenns 490
FORMS AND GRAPHICS DESIGNER ....tetuuteeuuneeeeuuaaeenuaeenuaseeeanaaeenaaesannseeesasaaeannsennnneeennnaaeennnsanen 492
HARDWARE INSTALLATION COORDINATOR «..ctueettuaetuuaeeausaeeauaaeenuaesannseeesnnaaeennsennnnaennnnaaeennnsenen 494
HELP DESK ANALYST . etutetitetuetueeee et seusetaseeaseaa s seanseasesaseea s eaan s eaneeaaseeasesnseeaenansenneeaneennsennenns 496
HELP DESK TECHNICIAN .......... . 498
HUMAN RESOURCES GENERALIST . .
HUMAN RESOURGCES SPECIALIST ..ttt etetueeeeau e eeeta e e eeasaeema s eeeaaeaeenaaseeena s eeean e eeennseennnaeeennaaaeennnaannn 503
INTERNET DEVELOPER ...uutettun ettt eaetuaaeeau e eeeaa e e eeaeaeean e e e eaa e aeeaa e eeaa s eeean e e enneeennaeeennnaennnnaanen 506

© Copyright 2011 Janco Associates, Inc. - ALL RIGHTS RESERVED
v ® HandiGuide is a registered trademark of Janco Associates, Inc. — http://www.e-janco.com



INTERNET /INTRANET ADMINISTRATOR ...ietuietneenaennaenuaeeunaennsennsennssennaennsennnsennsennsennnsennsennseennsennsenns 509

INFORMATION TECHNOLOGY ASSOCIATE .uutueuneuetnseuetateueeaeaeaneenseaseaseaaeaneanseaennseuseneanenneenseneensennenn 512
IT PLANNING ANALY ST ttutttuttuueeauessusesusesusstsssasssssssssesasetaeaassaseaasessesn et eaaseasssssnsennsesnsenns 515
LAN APPLICATIONS SUPPORT ANALY ST euutttuietuetunsrausssueseusesnsesnersssssssssssssesnsesnsennneesneessnsenneesnnenns 517

LIBRARIAN ...c.eeeeeeneeneeeeeeneeeeeeeeenees .519
MAINTENANCE CONTRACT ADMINISTRATOR... . 521
IMEDIA LIBRARIAN ...ueteteettetie e e s e e etttaaae s e e e e e eetaae s e e e e e ee b s e e e e e e ean s e e s e e et e tan e e e e e eensnnanseeeeeensnnnnes 523
METRICS MEASUREMENT ANALYST ..eettuuuuseeerereensusseeenerssanseseeeresnsasssesesesesnnssnsesesennsnnnnnseserennsnnnnns 525
NETWORK ADMINISTRATOR .. etuiaeuueeuaennseensaensannsaenueenssennsennsennssennennssenssennsennsennnsmnnsennseennssennsenns 527
NETWORK CONTROL ANALYST ASSISTANT «.eetuuteeetuaaetuuaerenaseeesuaaeennsseeennsaessnsaeeennseesnnseessnseeennneenen 530
NETWORK CONTROL ANALYST 1. ttttieeetuueeeaueseeeeaeaetauaeeauaseeesasaaeanssaeeennaeesnnaaeennssensnnaeesnnseeennnsenen 532
NETWORK ENGINEER ..t eteettetiie s e s e e e teteee s e e e et eetaae s e e e e e te s e s e e e et an s e s e e et e eaan e e e e e e enbnnaneeaeeeennnannes 534
NETWORK SECURITY ANALYST .utetetetttuuuseserennsnssseaerenssnssaseeereansansesesetesnnnnsseserennsnnnnnseeeeennsnnns 536
NETWORK SERVICES ADMINISTRATOR ...tuuutetuuneeeeusaaesnuaerennseeesnsaaeenssseeennsaessnsaseannsseesnnseeesnseeennseenen 539
NETWORK SPECIALIST ... . 541
NETWORK TECHNICIAN . . 543
NETWORK SPECIALIST SENIOR ...uetetettuuuuusesesenesnsssssssesesssasasseseseassassssesesssssnnssesesenssssnnnseeesennsnnnns 545
OBJECT PROGRAMMER ...t tttut ettt eeetasseeaaseettaesstaasenaa s e eesa s e sea s e eaa s e eeaa s aeean s eeaanseeasaeeeennaennnns 547
OBJECT PROGRAMMER SENIOR «.ttuutetuuseruunseetsusesetanserssssssesassssennsenesnsesssnsessnnssenssnseessnneesnnneeennnns 549
ON-LINE TRANSACTION PROCESSING ANALYST .eruuetetuuseruunseeesussstnnsserssssesssnsssssnnssenssnseessnnesennneeennnns 552
OPERATIONS ANALYST 1t ttutuuseseserernsuusesesetnsasasseseseessssnsesereesssansesesenssnsssseseeenssssneseeeeennsnnnneseens 554
OPERATIONS ANALYST SENIOR .. etttttuuuusesesetnsusaeseserenssasssseseseenssansesssenssnsansseseeenssssnssseennennsnnnneseens 556
OPERATIONS TRAINING COORDINATOR .tettuuettsusesetuuserasssesesnasstnnsenssssesssnssssnnseessnseessnneesnnneeennnns 558
PANDEMIC COORDINATOR «.ttuuetttusasetuuseessssesesusasessusesssssesssasseassssesssnsaessnnassenssseessnseessnneseennseeees 560
PCI-DSS COORDINATOR .
PERSONAL COMPUTER SPECIALIST 1. tetttuuuseseeernsnssseseseeenssanssssesssesnsanssesesssssnssnnsesesenssssnnnseseeennsnnnns 565
PLANNING INTEGRATION AND CONTROL ADMINISTRATOR ..cvvvuuueeesereensunnseseseresnnnnnsesessnnsnsnnsesesennsnnnnns 567
POS COORDINATOR .. tttuetettus ettt esetusseeaa s eestaeeeeasaeeaa s eee s e etaa s eeaaseessaeeeeanseeannseeasnneseennnsenen

POS HARDWARE COORDINATOR etuutetuusersussesesusesessusesssssessssssesnsssessssssessnnassenssemsnnsmessnneeennnneenes

POS SENIOR COORDINATOR vt teteeetetnnunnseeesennsnsnsseeeeeensnnnsaseseneansasnsesesenesnnnnnseeesennsnsnanseseeennsnnnns
PRINT OPERATOR 1t etetetettteuueeeseeetetnueassesesenesaaaeseaeeeeesaa e s eeeeean s aeseeeeesnnnnneeeeeennsnnnseeeeennsnnnnns
PROCUREMENT ASSISTANT ..tuttuueuueeusennreeuseennsennaenaeennsesnsesaseennstnneanaennsennsesnsannnsennsennssenseennsenns
PROCUREMENT COORDINATOR ... etttuuttetuusetunsseeesnsasetnnsesssssasssnsasennsssesssnssessnnssennnsseessnseessnneeeennneeens
PRODUCTION CONTROL ANALYST ..etetttuuuseeereresnussseeeeeensanssseeeneansasssesesesesnnnnnseeerennsnsnnneeseeennsnnnns
PRODUCTION CONTROL ANALYST SENIOR .. .
PRODUCTION CONTROL SPECIALIST 1. etttuuuusesereresnnnssseeeeeessanseseeeseansanseseseessnnnnnsesesennsnnnnnseseeennsnnnnns
PROGRAMMER / AINALY ST . uteututeuneaetnseueenseuesaneansanetnseusaeaneansensensenseneaneansanennseneensennennennsensensennenn
PROGRAMMER ASSISTANT .. etuttuueeuuaeunaennseeuseennaennseeaaennsesnsesnseannsennennaennsennsesnsannnssnnsennseenssennsenns
PROGRAMMER ...ttt e et ettt e e e e e e et etaae e e e e e ettt ae e e e e e e ee e e e e e e e ean s aeeeeeeeean e eeeeeensnnaneeeeeennsnnnnns
PROGRAMMER SENIOR ... eeettetueeeseseeetauaeeeaesenesaaasseaeeeeesaa e seeeeeansaaaeseeeeesnnnneeeeeennsnnnnseaeeennsnnnnns
QUALITY MEASUREMENT ANALY ST c1utetuetuetaneeaueesuaeennseeneetaeenneesnessnesennsesnsernseennessneesnssennsesnsernnernnns

Y0 a8 R T N ][N PP
STAFF ACCOUNTANT 1ttt tttte e et et eeetnuaeeeeeeetataa e s eeeeeeasa e seeeeeensaaaeaeeenesnnanseaeeenasnnnnnsaeneennnnnnaenanns
SYSTEMS ANALYST .........

SYSTEMS ANALYST SENIOR..

SYSTEMS INTEGRATOR. . eueteuetuseunsetnsetastaaseeaseeusesnseenseaanseansaaeaasennsesnseeansnnnsesneennsennsaensennnsennns
SYSTEMS PROGRAMMER SENIOR ... ctutetuetunstnnseeueeusesnsesnseennssnnssssssnsennsesnsernnsnnnsssnssenssesnsennsennneenns
SYSTEMS SUPPORT SPECIALIST ... cetueeetuaeeeuuseeeuueeeeaaaeeeuseeesaeeeenaeeeeaa s eeenn e eeennaeennnseennnnaeennnnaeennns
SYSTEMS SUPPORT SPECIALIST SENIOR ...etuuueeeuuneaetnaeenueeeeuaaeeeeaaaseeanseeennaeeennaeennnseensnnaeennnaeennns
TAPE LIBRARIAN ... cutetitetisetaeeae et e e s ee s et s e ea e sae e ee e eae s e e s e e s e e e ea e e e e ean e ee s e e e e ea e e n e e e e ennnennnennn
TECHNICAL SERVICES SPECIALIST uuttuttuusetusetueennssausesusennsesnsenasennsssnnsssssenssesnsennsennnsesnsesnseennsesnsenns
TECHNICAL SPECIALIST .ttt ettt e eetueeeeae e e eea e e e eea e eeeaa s eeeaa e e e e ea e eeeaueeeana e eaesnneeennnsannnnaeennnaeennnaanen

© Copyright 2011 Janco Associates, Inc. - ALL RIGHTS RESERVED
® HandiGuide is a registered trademark of Janco Associates, Inc. — http://www.e-janco.com



TECHNICAL SPECIALIST SENIOR ..euuetuneeuntetnsetueennseauaesusennreensernseennseansannsennsennsesnnennnsennsesnneennsennsenns 620

TELECOMMUNICATIONS TECHNICIAN ..tututueteaetseeenseueeaeaean st seuseaseneanennsensenseanensennennennsensensennenn 622
UNIX PROGRAMMER ... cttutetuuiteettiesstaesseatnsesetaeeetaaaaeeasn e sesa s eeaaaeeasneeessnnsernnseessnsesssnnaeernnnsenes 624
UNIX PROGRAMMER SENIOR .uutttttuuesetuuseeauesesesnasetnnsesssnsesssnneseensssesssnsesssnnesesnneeeesnsesssnneeesnneeeees 626

VOICE COMMUNICATIONS COORDINATOR. . 629
VOICE COMMUNICATIONS SPECIALIST ...... . 631
VOICE WIRELESS COMMUNICATIONS COORDINATOR ..cvvvuuueseseretnnunsseserernsnnssseserenssnnsesesessensnnsseseeennnns 634
WWEB AN ALY ST 1.t ttettttue e e e eeetesaae s e e e e eeabaa s e e e e eeeen s e e e e eeeea s e e e e e e eeea s eeeeeeeetananeeeeeeeesnnneeeeeennnnn 636
WEB SITE DESIGNER ... ittt ettt eeetaeeetae e e et e e e et e e e ea e eeea s e e e ea e e eea s e e ea e eesan e eeaasenannseeeannaennnnaanen 639
WIRELESS COORDINATOR ... ettteeetueaetauseeesaeeaseaasaetaaseeaaasaaeaaaaeeansseeeaaeeesaneeeanssennnnaeesnnaeennnseenen 642
WORD PROCESSING OPERATOR ...ctuuietuussetenaeeetnuaetnussarasaaessnnaeeansseessnsaeesnnaeennssenennsaeesnnseennnnsenen 644
WORD PROCESSING LEAD OPERATOR ...cettuuuuueseeertensuussesesereensasaseseseeesnsansesesenssnnnnnseseseessnnnnseseeennnns 646
APPEN DD DX ... i et e e et e et ananan 649
JOB EVALUATION QUESTIONNAIRE ... tetetttuuuassesesenesnssssseeeesssassssesssesssanssssesssesnsannsesesenssnnsseeseeennnns 651
CANDIDATE INTERVIEW CONTROL LOG tiituuiiiiiiiieiii ettt s et s e e e e e s s et s e e e eaan e s enanaeeanns 658
POSITION DESCRIPTION QUESTIONNAIRE «..vutetuetuneeeneesueesunsesnsesneeennsenneesnsesnnsesnsesnseennsesneesnsesnnsesnsenns 660
VERSION HISTORY 1. ttttttieieseeetttaiae s e s e eetetae s e s e e e et eabae s e s e e e e e taan e e e e e ee et e e e e e e eensaneeseeeeeannaneeneeennenn 663

e © Copyright 2011 Janco Associates, Inc. - ALL RIGHTS RESERVED
Vi ® HandiGuide is a registered trademark of Janco Associates, Inc. — http://www.e-janco.com



Introduction
Book Overview

Book Overview

After the introduction and discussion of the Americans with Disabilities Act and the Fair Labor
Standards Act, this book lists the position descriptions in alphabetic order within each
management level. At the start of each section of job descriptions we have developed and
presented a model organization for the positions presented. The sections of the book are:

> Executive Management - These positions include the Chief Information Officer and
positions that typically report directly to the CIO.

» Senior Management - These positions include Directors and Managers.

» Middle Management - These positions include Supervisors and senior level
technologists.

» Staff Positions - These positions include individual performers. In addition to this, this
section of the book contains a Job Progression Matrix that we often use when we
develop customized job descriptions for our clients.

» APPENDIX — This contains various questionnaires that we have used at various
enterprises in the process of creating these job descriptions, determining salaries or
evaluating incumbents.
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Job Progression

Introduction
Job Progression

All of the position descriptions that are presented in this book have been developed over the
course of several years. In our work we have found that there are typically between four to five
levels of “competence” for a single job function. The levels that we have found that are the most
consistent across organization and industry lines are:

>

Intern or Entry Level — the position description requires the level of competence that a
new employee with little or no experience brings to the position. Over time the
individual will gain experience and knowledge from the work environment or training.
Associate Level - Full use and application of standard principles, theories concepts and
techniques associated with the position.

Position Level - Wide application of principle, theories and concepts in the field plus
working knowledge of other related disciplines associated with the position.

Senior Level - Applies extensive knowledge as a generalist or specialist with working
expertise of all job functions associated with the position.

Specialist Level - Applies advanced principles, theories and concepts. In addition,
contributes to the development of new principles and concepts associated with the
position.

The Job progression matrix that follows can be helpful in utilizing these concepts to create
additional position descriptions as they are needed.
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Introduction
Job Progression

Job Progression Matrix

Competency Intern Associate POSITION Senior Specialist
Progression Level Level Level Level Level
Limited use and/or Full use and Wide application of Applies extensive Applies advanced

Job Knowledge

application of basic
principles, theories
and concepts.

application of standard
principles, theories
concepts and
techniques.

principle, theories and
concepts in the field plus
working knowledge of
other related disciplines.

knowledge as a generalist
or specialist with working
expertise of all job
functions.

principles, theories and
concepts. Contributes to
the development of new
principles and concepts.

Problem Solving

Provides solutions to
problems of limited
scope and mostly
routine nature.

Provides solutions to a
variety of problems
that are routinely
encountered under
normal business
activity.

Provides solutions to a
wide range of difficult
problems. Solutions are
imaginative, thorough and
practical.

Develops solutions to
complex problems which
requires the use of
ingenuity and creativity
Performs proactively and
prevents recurrence
whenever possible.

Works on unusually
complex problems and
provides solutions which
are highly innovative and
ingenious achieving
quality and work process
improvements.

Leads self and
demonstrates

Leads self and peers
by conduct and

Leads peers and
subordinates with positive

Leads teams and
individuals with ability to

Leads teams, individuals
and processes with

Leadership wiIIingngs_s_ to accept example. attitude c_>f _mentor both and affect _ability to affect significant
responsibility. accomplishment. improvements. improvements.
Performs project tasks Performs project tasks Meets assigned task Plans, monitors and Plans, monitors and
as directed as directed. Meets schedules and participates reviews tasks for reviews tasks for adher-
Sraftasn demonstrating a agsigned schedules in overall quality review of adherence to sc_hedule ence to sch_edule and
[Refi=e sense of urgency. with good overall own and other’s work. and overall quality. May overall quality. Leads
Management quality. lead projects and assign projects and assigns
staff. staff.
Work is closely Works under general Works under only very Work is performed without Works under self direc-
supervised. Follows supervision. Follows general direction. appreciable direction. tion toward pre-deter-
Self §pecifiq, detailed established i Independently determines Ex_ercist-_)s considgrgble min_ed long term goals.
Management instructions. pro_cedures. Work is and develops approach to latitude in determining Assignments are often
reviewed for

soundness of
judgment and overall
adequacy and
accuracy.

priorities. Work is reviewed
upon completion for
adequacy in meeting
objectives.

objectives of assignment.
Completed work is
reviewed from a relatively
long time perspective for
desired results.

self-initiated. Plans and
pursues courses of
action necessary to
obtain desired results.
Work checked through
consultation and agree-
ment with others rather
than formal review by
superiors.

Contribution

Completes routine
assignments that
balance support for
ongoing department
processes and self-
development with
limited exposure.

Routinely delivers on
assignments that
support the
continuous delivery of
departmental goods
and services.

Performs routine and
special assignments in
support of departmental
objectives often
functioning across
disciplines and areas of
expertise.

Handles assignments
across varying areas of
expertise and is usually
called upon to performin
multiple roles.
Demonstrates tactical and
some strategic critical
thinking.

Delivers at a high level of
competency in one or
more core technologies,
business processes and
management disciplines.
Demonstrates good
tactical and strategic
critical thinking.

Communication

Contacts are primarily
with immediate super-
visor and other
professionals in the
department or group.
Demonstrates core
competency in written
and verbal skills.

Primarily intra-
organizational with
inter-organizational
and outside customer
contacts on routine
matters. Demonstrates
written and verbal
skills that meet routine
department needs.

Frequent inter-
organizational and outside
customer contacts as
required. Provides
solutions, discussions and
status on normal business
processes primarily in
writing, and verbally and
graphically as required as
required.

Develops and presents
material for review and
information using excellent
written, verbal and
graphical communication
skills for routine
businesses and project
status.

Serves as the depart-
mental spokesperson on
specific projects and
processes. Acts as a
consultant on the
feasibility and imple-
mentation of new
technologies and
processes as well as
ongoing business
activities.
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Introduction
Hiring New Employees

Hiring New Employees

It is important to have specific career paths and responsibilities identified for all employees.
Once this is established for existing employees there are some unique requirements that need to
be meet for new employees are successfully hired to ensure they are quickly assimilated into
your enterprise.

Be specific as to responsibilities and roles the new employee will have within your enterprise.
Show an organization chart with the position they are filling highlighted. Discuss the career path
they may follow and review the responsibilities of the position along with the job description.

Once an offer is made the hiring contact for the new employee should:

>

>

Work with the candidate in offering recommendations on how to resign from their
existing positions.

Prepare the candidate to anticipate receiving a counter-offer from their current
employer. Loyalty to the hiring manager and the company is fostered when the hiring
manager offers help to the new employee through the resignation process.

Arrange the start date that is firm. It is important to try to force the resignation as soon
as possible. If the offer letter states a specific start date let the candidate know they can
start earlier if their current employer releases them immediately.

Ask for a signed acceptance even if the start date has not been finalized. Signing a
document helps solidify the decision, even though it is not a legal document or
commitment.

The hiring contact should be in contact with the candidate a couple times each week
after receiving an acceptance to the offer. The purpose of the calls or meeting for meals
is to make him feel part of the team and to show them how pleased you are with them
joining the company.

Sending the candidate a "Welcome Package." The package could contain flowers, gift
basket, a gift certificate at a good local restaurant or company logo materials for the
candidate and their spouse. It is a simple way to convey the company culture.

Have dinner with the candidate and their significant other person (spouse / mate) after
the offer is made.

Communicate and build relationships
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Position Description Structure

Mandated Issues
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American with Disabilities Act

American with Disabilities Act

Overview of the American with Disabilities Act of
(Title I) (ADA)

ADA defines a qualified individual as “one who satisfies the requisite skill, experience, education
and other job related requirements of the employment position such individual holds or desires,
who, with or without reasonable accommodation, can perform the essential functions of such
position”

The ADA does not require an employer to develop or maintain position descriptions. A written
position description that is prepared before advertising or interviewing job applicants will be
considered as evidence along with other relevant factors. However, the position description will
not be given greater weight than other relevant evidence.

A written position description may state that an employee performs certain essential functions.
The position description will be evidence that the function is essential, but if individuals currently
performing the job do not in fact perform this function, or perform it very infrequently, a review
of the actual work performed will be more relevant evidence than the position description.

If an employer uses written position descriptions, the ADA does not require that they be limited
to a description of essential functions or that “essential functions” be identified. However, if an
employer wishes to use a position description as evidence of essential functions, it should in
some way identify those functions that the employer believes to be important in accomplishing
the purpose of the job.

If the employer intends to use a position description as evidence of essential functions, the
position description must be prepared before advertising or interviewing for a job; a position
description prepared after an alleged discriminatory action will not be considered as evidence.

If an employer uses written position descriptions, they should be reviewed to be sure that they
accurately reflect the actual functions of the current job. Position descriptions written years ago
frequently are inaccurate.

For example: A written position description may state that an employee reads monitors
and adjusts controls to reflect these readings. The position description will be evidence
that these functions are essential. However, if this position description is not up-to-date,
and in fact metrics are now determined automatically. That is the process is controlled
by a computer and the current employee does not perform the stated functions or does
so very infrequently, a review of actual work performed will be more relevant evidence
of what the job requires.

To determine if an individual with a disability is qualified, the employer should focus on the
purpose of the function and the result to be accomplished, rather than the manner in which the
function presently is performed. Although it may be essential that a function be performed,
frequently it is not essential that it be performed in a particular way. Therefore, an individual
with a disability may be qualified to perform the function if an accommodation would enable this
person to perform the job in a different way, and the accommodation does not impose an undue
hardship.

For example: In a job requiring use of a computer, the essential function is the ability to
access, input, and retrieves information from the computer. It is not “essential” that a
person in this job enter information manually or visually read the information on the
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Organization Chart

Organization Chart

Organizations are structured around many styles - centralized, decentralized, distributed and
various combinations of these. We have found that most Information System organizations need
to have four basic legs associated with them, no matter how or where they report. The chart
that follows depicts how these functions relate to the Chief Information Officer (CIO).

Executive Management

Chief Security Officer

Chief Information Officer
& Chief Technology Officer
CIO Small Enterprise

Chief Compliance Officer

Planning Personnel
Vice President Vice President
Strategy & Architecture Human Resources
Administration Applications Technical Support Operations
Vice President Vice President Vice President Vice President
Administration Consulting Services Technical Services Information Services

The Executive Management of the Information Technology is structured based on the needs of
the enterprise. Two new roles, Chief Technology Officer (CTO) and Chief Security Officer have
appeared in recent years. In some enterprises the Chief Information Officer (CIO) reports to the
CTO, in others they are peers. For this reason we have depicted the CTO as being higher in rank
with a dotted relationship. In some enterprises, the Chief Security Officer reports to the Chief
Information Officer, in others the CSO is a peer of the CIO.

Information Technology in all organizations is comprised of five basic functions. Those functions
are:

» Planning - All activities associated with defining the strategy, direction and architecture
for the IT function of the enterprise. This position is sometimes called the “Chief
Technology Officer.” In the other sections of this book the Planning and personnel
functions are combined into a single organizational entity for ease.

» Personnel - All activities associated with staffing, compensation and performance
appraisal.

» Administration - All activities associated with managing the infrastructure of Information
Technology (e.g., charge back, budgeting, audit and compliance, etc.).

» Applications - All activities associated with the consulting support, design, development,
implementation and modification of programs, systems and business operations.
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Organization Chart

» Technical Support - All activities associated with “purely technical” infrastructure (e.g.
systems programming, operating system support, voice and data communications,
database, etc.).

» Operations - All activities associated with the operation of computer and business
systems.

In larger organizations, not only is the CIO normally a Vice President level position, but the direct
reports to the CIO also are Vice Presidents. Titles do vary from Assistant Vice President to
Executive Vice President; we have not tried to distinguish these here.

The span of control'®for individuals at these levels can be between ten (10) to fifteen (15)
individuals without impairing the quality of management. In addition to this there should be no
more than four (4) levels in the organization from the CIO to an entry level programmer. Given
this philosophy, an organization from 20 to 2,000 can be managed without adding any additional
layers of management or infrastructure.

Span of Control is defined as the number of people and/or functions that report directly to an individual manager or supervisor.
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Chief Information Officer (CIO)

Chief Information Officer (CIO)

Position Purpose

The Chief Information Officer (ClO) is accountable for directing the information and data integrity
of the enterprise and its groups and for all Information Technology functions of the enterprise.
This includes all data centers, technical service centers, production scheduling functions, help
desks, communication networks (voice and data), computer program development, and
computer systems operations. He or she is responsible for maintaining the integrity of all
electronic and optical books and records of the enterprise.

The CIO reviews all computerized and manual systems; information processing equipment and
software for acquisition, storage and retrieval; and definition of the strategic direction of all
information processing and communication systems and operations. He or she provides overall
management and definition of all computer and communication activities within the enterprise
including responsibility for providing a leadership role in the data to day operations of the
Information Technology functions as well as providing direction as the enterprise grows through
internal growth and external acquisition.

The CIO interacts with the executive management team to monitor and validate the enterprise’s
compliance with its security policies, which includes but is not limited to Sarbanes Oxley Section
404. In addition the CIO works closely with the Chief Security Officer of the enterprise

Problems and Challenges

The major challenge for this individual is managing the information technology affairs of the
enterprise with revenues in excess of $(sales volume supported) per year while balancing
technological and operational needs with financial and marketing needs. This is to be
accomplished with the use of computer and communication technology that supports both self
generated growth and growth through acquisition. Seamless integration of data and information
from the customer through financial statement and management reporting is one of the primary
challenges of this position.

This position requires time management skills in directing a variety of projects in addition to an
understanding of the ways in which information technology can be applied within the enterprise.
The position requires supervisory/management experience and the flexibility to deal with people
at a variety of levels; internally - (enterprise staff, board of directors, finance staff, other senior
executive staff), and externally - (auditors, customers, vendors, and industry associations).

Essential Position Functions

Principal Accountabilities

» Prepares enterprise objectives and budgets to facilitate the orderly and efficient
capture, storage, processing and dissemination of information.

» Interacts frequently with all Strategic Business Unit (SBU) management on internal and
external operations that are impacted by the capture, storage, processing and
dissemination of information including review and approval of all major contracts for
services and equipment in both the enterprise and SBUs Information Technology
groups.
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Vice President Technical Services

Senior Management
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Organization Chart

Senior Management

Chief Information Officer

Organization Chart

Director IT Deployment
Director IT Infrastructure
Director IT Planning
Director Media
Communications
Director Safety Program
Manager Availability /

Automated Operations

Manager Competitive
Intelligence

Manager Controller

Manager Human Resources

. M Inf til
4{ Personnel/Planning }7 o ot
Manager Planning and

Integration Services
Manager Sarbanes-Oxley
Compliance

Administration

Applications

Technical Support

Operations

Director Disaster Recovery and
Business Continuity
Director Electronic Commerce
Director IT Deployment
Director IT Management and
Control
Director Sarbanes-Oxley
Compliance
Manager Accounting for
Information Technology
Manager Administration and
Facilities
Manager Change Control
Manager Contracts and Pricing
Manager Customer Service
Manager Data Security
Manager Disaster Recovery
Manager Disaster Recovery &
Business Continuity
Manager Help Desk Support
Manager Metrics
Manager Outsourcing
Manager Property Management
Manager Quality Control
Manager Record Administrator
Manager Training &
Documentation

Director Systems

Director Systems &
Programming

Manager Application Development

Manager Cloud Applications

Manager Enterprise
Architecture

Manager Internet Systems

Manager Internet/Intranet
Activities

Manager Office Automation
Applications

Manager Payroll System

Manager Point of Sale

Manager Re-engineering

Manager Service Level Reporting

Manager Software
Engineering

Manager Store Systems

Manager Systems and
Programming

Manager Transaction
Processing

Manager Wireless Systems (Note
could also be in Operations)

Director IT Infrastructure

Director Technical Services

Director Telecommunication
Services

Manager Application Technology

Manager Data and Systems
Engineering

Manager Data Warehouse

Manager Database

Manager Microcomputer
Technology

Manager Network and Computing
Services

Manager Network Services

Manager Personal Computing
& Office Automation
Support

Manager Security and
Workstations

Manager System Software

Manager Technical Services

Manager Telecommunications
Installation & Maintenance

Manager Telephone and Wireless
Services

Manager Voice and Data
Communications

Manager Voice and Wireless
Communications

Director Information Technology

Director Production Services/Data
Center

Manager Computer Operations

Manager Customer Services
Center

Manager Customer Site Support

Manager Data Communications

Manager Facility and Equipment
Support

Manager Media Library Support

Manager Operating Systems
Production

Manager Operations Support

Manager Output Processing

Manager Production Services

Manager Production Support

Manager Site Management

Manager Site/Shift Operations

Manager Site Software / Device
Services

Manager User Support

Manager Waster Management

Following the model organization that was first presented in the Executive Management section
of this book, we have classified all of the positions in this book to report to one of the four
Information Technology operating functions. The chart below depicts how the positions can be
grouped to help achieve that objective.

This is not an all inclusive list since technologies continue to change and organizations need to
adapt to the ever-changing business and technology environment.
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Middle Management
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Organization Chart

Organization Chart

This layer of management is often required in enterprises with Information Technology functions
that have more than 100 individuals in them. In small enterprises these responsibilities are
passed both up and down the organizational structure. Looking back at the charts presented in
the Executive Management and Senior Management sections of this book, you can see that the
span of control cannot be expanded to the recommended levels without having “multiples” of
the positions described there. In addition, some middle level managers’ report directly to the

Clo.

The chart below depicts how the position can be grouped to help achieve that objective.

Middle Management

Chief Information Officer

Personnel/Planning

Capacity Planning Supervisor

Administration

Applications

Technical Support

Operations

Accounting Supervisor

Assistant Controller

Change Control Supervisor

Communication Administrator

Contract Management
Administrator

Customer Service Coordinator Lead

Disaster Recovery/Special Projects
Supervisor

PCI-DSS Coordinator

Procurement Administrator

Record Management Coordinator

Supervisor POS Training

Word Processing Supervisor

Project Manager Applications

Project Manager Distributed
Systems

Project Manager Enterprise
Architecture

Project Manager ERP

Project Manager Implementation
Deployment

Project Manager Systems

Project Manager Training

Supervisor POS

System Administrator

System Administrator Lead

System Administrator Windows

System Administrator UNIX

Webmaster

Data Communications
Assistant Manager

Database Administrator

Information Center Manager

Microcomputer Support
Supervisor

Network Services
Supervisor

Project Manager Network
Technical Services

Voice Communications
Manager

Computer Operations
Assistant Manager

Computer Operations
Assistant Supervisor

Computer Operations
Shift Manager

Computer Operations
Shift Supervisor

Customer Service
Supervisor

Data Entry Supervisor

Hardware Installation
Supervisor

Production Services
Supervisor

Waste Management Coordinator

3 1 1 © Copyright 2011 Janco Associates, Inc. - ALL RIGHTS RESERVED

® HandiGuide is a registered trademark of Janco Associates, Inc. — http://www.e-janco.com



419 Copyright 2011 Janco Associates, Inc. - ALL RIGHTS RESERVED
® HandiGuide is a registered trademark of Janco Associates, Inc. — http://www.e-janco.com



Organization Chart

Organization Chart

Information Technology organizations are very complex and dynamic. It is not unusual for
individuals with one set of skills to be with the applications, planning or operations groups of an
organization. The approach that we have taken for classifying staff members is to place them

Iu

were they wil

most likely” be.

The chart below depicts how the position can be grouped to help achieve that objective.

Staff

Chief Information Officer

Personnel/Planning

Competitive Intelligence Analyst

Executive Secretary

Human Resources Generalist

Human Resources Specialist

IS Planning Analyst

Metrics Measurement Analyst

Planning Integration & Control Administrator

Administration

Applications

Technical Support

Operations

Accountant

Accounting Analyst

Accounts Payable Clerk

Administrative Assistant

Change Control Analyst

Customer Service Coordinator

Data Center Facility Administrator

Data Security Administrator

Disaster Recovery Coordinator

Forms & Graphics Designer

Internet-Intranet Administrator

Maintenance Contract
Administrator

Operations Training Coordinator

Pandemic Coordinator

PCI-DSS Coordinator

Procurement Assistant

Procurement Coordinator

Record Management Coordinator

Staff Accountant

Quality Measurement Analyst

Wireless Coordinator

Word Processing Lead Operator

Word Processing Operator

Account Representative

Business Analyst

E-Commerce Specialist

Business Services Analyst

Enterprise Architect

4th GL Specialist

4th GL Specialist Senior

Cloud Computing Architect

Data Analyst

ERP Architect

LAN Applications Support Analyst

Object Programming

Object Programming Senior

On-Line Transaction
Processing Analyst

POS Coordinator

POS Senior Coordinator

Programmer Analyst

Programmer Assistant

Programmer

Programmer Senior

Systems Analyst

Systems Analyst Senior

Systems Support Specialist

Systems Support Specialist Senior

UNIX Programmer

Web Analyst

Web Site Designer

Assistant Network Control
Analyst

Audio Visual Technician

Database Specialist

Desktop Technician

Internet Developer

Network Administrator

Network Control
Analyst

Network Engineer

Network Services
Administrator

Network Specialist

Network Specialist Senior

Personal Computer Specialist

Software Engineer

Systems Integrator

Systems Programmer

Systems Programmer Senior

Technical Services Specialist

Technical Specialist

Technical Specialist Senior

Telecommunications Technician

Voice Communications
Coordinator

Voice Communications
Specialist

Voice Wireless Communications
Coordinator

Computer Equipment/Network
Analyst

Computer Operator Junior

Computer Operator

Computer Operator Lead

Data Entry Clerk

Hardware Installation Coordinator

Help Desk Analyst

Help Desk Technician

IT Associate (Entry Level)

Librarian

Network Security Analyst

Network Technician

Media Librarian

Operations Analyst

Operations Analyst Senior

POS Hardware Coordinator

Print Operator

Production Control Analyst

Production Control Analyst Senior

Production Control Specialist

System Integrator

Tape Librarian

Waste Management Coordinator
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Job Evaluation Questionnaire
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Position / Name:

Job Code

Exempt Status:

Instructions:

The Job Evaluation Questionnaire is comprised of three sections:

1: Position Attributes have been displayed in matrix format. The attribute categories are:
0 Overall Skills 0 Leadership Skills
0 Job Knowledge 0 Analytical Skills
0 Latitude 0 Consequence of Error
O Educational Prerequisites
1. Rank each attribute from one (1) to five (5), where one is minimal and five is absolute. Select zero (0) if the attribute does not apply.
2. An Organization Chart has been included reflecting the position under evaluation. Verify the information provided, provide the information

omitted and make any changes as required. Peer and Subordinate Positions boxes are not hierarchical within their group. Additional boxes have been
provided for convenience only.

3. General Information about the position which has not been covered within the previous two sections. Please answer each question as completely
as possible.
Completed By: Dated:
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Position: «jobtitle»

Job Code: «JOBCODE»

Overall Skills

Leadership Skills

Written Communication 0 1 2 3 4 5 Scheduling 0 1 2 3 4 5
Oral Communications 0 1 2 3 4 5 Training 0 1 2 3 4 5
Interpersonal 0 1 2 3 4 5 Coaching 0 1 2 3 4 5
Creativity 0 1 2 3 4 5 Evaluating 0 1 2 3 4 5
Judgment 0 1 2 3 4 5 Counseling 0 1 2 3 4 5
Leadership 0 1 2 3 4 5 Orienting 0 1 2 3 4 5
Analytical 0 1 2 3 4 5 Developing 0 1 2 3 4 5
Technical 0 1 2 3 4 5 Directing 0 1 2 3 4 5
Mechanical 0 1 2 3 4 5 Job Knowledge
Eye/Hand Coordination 0 1 2 3 4 5 Unskilled 0 1 2 3 4 5
Analytical Skills Semiskilled 0 1 2 3 4 5
Routine/Repetitive 0 1 2 3 4 5 Technical 0 1 2 3 4 5
Interpretative 0 1 2 3 4 5 Professional 0 1 2 3 4 5
Subjective 0 1 2 3 4 5 Administrative 0 1 2 3 4 5
Diverse 0 1 2 3 4 5 Applied 0 1 2 3 4 5
Complex 0 1 2 3 4 5 Single Functional Area 0 1 2 3 4 5
Long Range Planning 0 1 2 3 4 5 Multiple Functional Areas 0 1 2 3 4 5
Latitude Consequence of Error
Follows Established Precedents 0 1 2 3 4 5 Productivity Loss (Self/Others) 0 1 2 3 4 5
Uses Judgment w/ Supv. App. 0 1 2 3 4 5 Monetary Loss 0 1 2 3 4 5
Uses Judgment w/o Supv. App. 0 1 2 3 4 5 Adversely Affect Customer 0 1 2 3 4 5
Establishes Precedents 0 1 2 3 4 5 Adversely Affect Other Units 0 1 2 3 4 5
Educational Prerequisites Delay in Project (s) 0 1 2 3 4 5
High School 0 1 2 3 4 5 Loss of Service 0 1 2 3 4 5
Technical School 0 1 2 3 4 5 Waste of Materials/Equip. 0 1 2 3 4 5
4 Year College Degree 0 1 2 3 4 5 Damage to Equipment 0 1 2 3 4 5
Graduate Degree 0 1 2 3 4 5 Adversely Affect Corp. Image 0 1 2 3 4 5
Specify Major or Certification Physical Harm (Self/Others) 0 1 2 3 4 5

© Copyright 2011 Janco Associates, Inc.

652

- ALL RIGHTS RESERVED

® HandiGuide is a registered trademark of Janco Associates, Inc. — http://www.e-janco.com




Version History

January 2011

» Extensive updates to the following Job Description

Chief Technology Officer

» All job descriptions were reviewed for compliance to currently mandated requirements

» Added the following Job Descriptions

Director Media Communication

Cloud Computing Architect

Enterprise Resource Planning (ERP) Architect

Information Technology Associate (Entry Level with career path defined)
Manager Cloud Applications

Manager Payroll System

Project Manager — Enterprise Resource Planning (ERP)

January 2010

» Added sections

Best Practices for Resume Screening
Best Practices for Phone Screening

» All job description reviewed for compliance with CobiT standard

» Added the following Job Descriptions

Audio Visual Technician
Desktop Technician
Executive Secretary

Help Desk Technician

Human Resources Generalist
Human Resources Specialist
Network Administrator
Network Services Administrator
Pandemic Coordinator
Project Manager Training
Staff Accountant
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January 2009

> All job descriptions reviewed for compliance with the PCI-DSS standard
» Format for all job descriptions converted to CSS Style Sheet.
» New job descriptions added
e Director Safety Program
e Manager Record Administrator
e Manager Sarbanes-Oxley Compliance
e Manager Waste Management
e Project Manager Enterprise Architecture
e Enterprise Architect
e  PCI-DSS Coordinator
e Record Management Coordinator
e  Systems Integrator
e  Waste Management Coordinator
» Added Candidate Interview Control Log
» Added Section on motivating employees
March 2008
> All job descriptions review for compliance with the ISO 27000 Standards.
» Section on Sexual Harassment added.
» New job descriptions added
e Accounting Supervisor
e Accounts Payable Clerk
e Administrative Assistant
e Assistant Controller
e Chief Compliance Officer
e Contract Management Administrator
e Director Sarbanes-Oxley Compliance
e Manager Human Resources
» Files provided in both Office 2007 and Office 2003 formats.
» Update style sheets to conform with Office 2007
» HandiGuide completely reformed with a new crisp style

January 2007
>

All job descriptions reviewed for compliance with Sarbanes-Oxley (SOX), Patriot Act,
Health Insurance Portability and Accountability Act (HIPAA), Sensitive Information
Legislation, and Privacy Legislation.

New employee hiring process recommendations
New job descriptions added

e  Chief Compliance Officer
e Director Disaster Recovery and Business Continuity

January 2006
>

>

All job descriptions reviewed for compliance with Sarbanes-Oxley

All job descriptions reviewed for spelling and grammar
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» New job descriptions added:

e Accounting Analyst

e Account Representative

e Communications Administrator

e Competitive Intelligence Analyst
e Manager Competitive Intelligence
e  Manager Quality Control

e Network Engineer

e  System Administrator

e  System Administrator Lead
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